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DMC/DMCC - Detection of mobile communication
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The main function of the DMC-1 is selective detection of GSM signals produced by GSM mobile phones. The signal analyses respects ETSI specification and is able to eliminate false alarms caused by various RF signals. A fast signal processing is detecting mobile phone also in locations which are very close to the cellular base station when the mobile GSM phone reduces the output power to 1 mW or even less. The DMC-1 is resistant against strong FM and TV signals and also against commonly used DECT system. The analog channel detects other RF VHF/UHF communication systems using frequencies 20 to 600 MHz. The control unit DMCC is eliminating false alarms caused by communication in local VHF/UHF radio network.

   Detector DMC-1

The DMC-1 is built in a small plastic box prepared for fixing on the wall. For standard installation (offices, banks, theaters, cinemas, etc.) is inside the unit an integrated antenna. For special or covered installation an external antenna can be connected. LEDs on the front panel are signalling READY, ANALOG ALARM, and GSM ALARM. LEDs and also the internal alarm siren can be switched off by internal switches.

The DMC-1 can be used in three basic modes:

1. Separately to protect a space up to 100 m2 . The LEDs and the internal siren are warning if  a GSM or an analog communication is active in the protected area.

2. Small system. Few DMC-1 are separately installed and the alarm outputs are wired to a  guard room. The LED terminal and the siren are informing the guard in which part of the object is any GSM or ANALOG alarm.

3. System protection (DMC-1 + DMCC). Up to 128 sensors DMC-1 can be connected to the control unit DMCC via the four wire bus. The DMCC powers and controls all sensors. Each DMC-1 transmits to the DMCC a code carrying: ID, status, tamper, signal overloading during programming of background, ANALOG alarm or GSM alarm and detected signal level. Inside DMC-1 is a DIP switch setting its ID 0 to 127. The data communication system has been designed to guarantee perfect function even if the line parameters are extremely bad (parallel connection of a number of sensors and their nods).

Control unit DMCC

The DMCC is built in a small metal box with connectors for supply voltage, back up accumulator, interface RS232 and a CANNON 9 for the DMC-1 bus and squelch output of local radio base station. 2x16 character LCD informs the user about the system function. 5 color LEDs are signaling the main events: GUARDING, ANALOG ALARM, GSM ALARM,TAMPER ALARM and FUSE break.

The DMCC is controlled by 4 push buttons. A separate switch is switching ON / OFF the internal siren. The archiving of all events is done by a serial printer (STAR SP200/300 with rolled paper). The alarm prints are containing time, date, serial number of the printout, number of sensor, the event and the detected signal level. Check printouts are confirming correct function of the whole system. Check printouts are containing serial number of each printout, time and current status of the system. The period of control printouts is unpredictable, the period is based on a thermal noise generator.

The effective detection of mobile communication must detect both GSM and analog systems. In many applications is necessary to filter own VHF radio communication. To do it by frequency or type of modulation filtering is impossible because equal frequencies with different type of modulation can be used and vice versa. Connection of SQUELCH inputs to the local radio base station is blocking false alarms caused by own communication.

   DMC-1 Technical specification

   -Supply voltage:         10 to 20 V DC

   -Current (LEDs off):    6 - 7 mA

   -Frequency range GSM:         850 to 1900 MHz

   -Frequency range ANALOG:  20 to 600 MHz

   -GSM sensitivity for ETSI start protocol:       4 to 25 m adjustable

   -ANALOG sensitivity for 1W ERP/440MHz:  1 to 5 m adjustable

   -GSM detection time:   max. 20 ms

   -Antenna:   integrated internal or external 50/75 ohm asymmetric

   -Communication with DMCC:    parallel bus,  proprietary protocol

   -Separate background memory for GSM and ANALOG

   -Switchable tamper detection (TA)

   -Switchable detection of analog signals (AO)

   -Switchable internal siren (ACO)

   -Switchable LEDs (READY, ANALOG alarm, GSM alarm)

   -DIP switch for setting ID 0 to 127

   -Size: 132 x 98 x 28 mm

   -Weight: 160 g

   DMCC Technical specification

   -Supply voltage: 14.5 to 20 V DC

   -Back up accumulator: 12 V external, charged from DMCC

   -Number of controlled sensors: 1 to 128

   -Data transfer delay: max. 2 sec

   -Sensor terminal: parallel bus 2 wires power, 2 wires data

   -Signalling: 5x LED, internal siren, 2x 16 character LCD

   -External output: RS 232 for printer or PC (archiving of events)

   -Analog detection blocking: 2 inverted SQUELCH inputs, level 1.5 to 20 V DC

   -Function and printer checking: automatic, random period 5 to 100 minutes

   -Size: 137 x 136 x 49 mm

   -Weight: 430 g
